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Special Issues

• Adam Walsh Child Protection and Safety Act
• Federal crime to allow child porn to be given to anyone outside of 

law enforcement for any reason

• Contains language of re-victimization based on viewing images
• Civil lawsuits for known victims
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The Players

• Internet Crimes Against Children Task Force (ICAC)
• Over a billion dollars in funding by congress in 2008

• Tens of thousands of trained law enforcement and prosecutors
• From the website:

• The Internet Crimes Against Children Task Force Program is a 
national network of 61 coordinated task forces representing over 3,500 
federal, state, and local law enforcement and prosecutorial agencies. These 
agencies are continually engaged in proactive and reactive investigations 
and prosecutions of persons involved in child abuse and exploitation 
involving the internet 
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The Players

•Genesis if the agency ICAC examiner
• Grant money is received by the agency

• Officer gets a couple weeks of training on 
computer forensics

• Focus on peer to peer and solicitation cases

• Receive forensic software and hardware

• Required to do child exploitation cases
• Often do other types of cases as well, but 

limited experience and training outside of 
sexual exploitation cases.  
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The Players

•NCMEC (National Center for Missing and Exploited Children)
• Maintains a database of known child pornography victims.

• Can provide statements from victims for trial. 

• NYC Trace-Route Case
• 3 FBI Agents flown in to testified to knowing the picture series.  
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How do people get caught?

• Peer to peer investigations

• Child porn found subsequent to other computer forensic 
examinations

• Reported by someone using their computer

• Reported by third party
• Computer repair shop

• Librarian

•Devices seized as part of a sex crime investigation
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Law Enforcement Examiners

• Count on not being challenged
• “it’s either there or it’s not” what is there to investigate?

• No motivation to perform full examination
• Where did it come from?

• When did it get here?

• User attribution?

• intent or accident?
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Too Common Scenario

•How it often goes down…
• Law enforcement locate child porn on device

• Submit images to prosecutor

• Charges are files

• Suspect is arrested

• Defense attorney reviews images

• No expert is hired for the defense

• Defendant takes a plea

• It doesn’t have to always be like this:
• These cases are defensible.
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Skeptical?

• Case Example 1:
• Three charged images
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Skeptical?

• Case Example 1:
• Link them to Internet History
• Basic question: Where are they from?
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Skeptical?

• Case Example 1:
• Websites registered to Moniker Services LLC
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Skeptical?

• Case Example 1:
• Conclusion
• They don’t expect to be challenged!
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Skeptical?

• Case Example 2:
• Ares alone contraband prove not!
• Law enforcement claimed that since Ares was installed on the computer 

that the defendant was downloading child porn
• Defendant has been in prison for two years when I performed my examination
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Skeptical?

• Case Example 2:
• Cell Phone Examination
• Searches 

• The search terms used by the 
defendant were examined.  No 
evidence of any search term 
related to child pornography, 
child erotica, or any kind of child 
exploitative content exists on 
the phone.  The searches the 
user performed are as follows: 
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Skeptical?

• Case Example 2:
• Cell Phone Examination
• Emails

• The emails on the phone were 
examined.  No evidence of any 
email related to child pornography, 
child erotica, or any kind of child 
exploitative content exists on the 
phone.  The information concerning 
the emails on the phone is as 
follows:  
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Skeptical?

• Case Example 2:
• Cell Phone Examination
• Other Cell Phone Evidence
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Skeptical?

• Case Example 2:
• Cell Phone Examination
• Web Bookmarks

• No contraband
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Skeptical?

• Case Example 2:
• Cell Phone Examination
• Web History – no contraband
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Skeptical?

• Case Example 2:
• Cell Phone Examination
• Videos

• Also no contraband
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Skeptical?

• Case Example 2:
• Conclusion
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Why Use an Expert?

• Verify opposing experts work
• We have seen examples of this already

• Sentencing mitigation
• Compound files
• Image reduction

• Searches

•Get the charges reduced
• Distribution?
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Sentencing Mitigation Example

• Images by Category
• Defendant charged with “enhanced” images
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Sentencing Mitigation Example

• Images by Category
• Searches don’t fit 

enhanced charges
• Consistent with 

defendant statements
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Reduction in Charges

•Distribution
• KNOWING Distribution?  - MT Frostwire Case
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Reduction in Charges

•Distribution
• KNOWING Distribution?  - MT Frostwire Case
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Why use an Expert?

•Get the charges dismissed
• Alabama – Barlow Case
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Why use an Expert?

•Get the charges dismissed
• NC v Jones
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Expert Testimony

• Boston Case
• Possession, Distribution, Receipt of Child Porn
• Yahoo Messenger Chat

• Roleplay is real.

• Adult vs. Child Porn
• Amount and source matter.
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Expert Testimony

• Boston Case
• Tens of thousands of adult porn files and only a few child porn files.
• In this case, search terms unrecoverable  
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Expert Testimony

• Boston Case
• Tens of thousands of adult porn files and only a few child porn files.

• Law enforcement later determined all chat partners were adult
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Expert Testimony

• Boston Case
• Download times match chat records?
• Affidavit about computer times

• Law enforcement examiner could not testify as expert
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Expert Testimony

• Fact Witness vs. Expert Witness
• Affidavit about 

computer times

• Law enforcement 
examiner could not 
testify as expert

• SANS Forensics Windows Forensic Analysis Poster, www.sans.org
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Expert Testimony

• Boston Case
• Download times match chat records?
• Affidavit about computer times

• Law enforcement examiner could not testify as expert
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Peer to Peer Investigations

•How They Work
• Special law enforcement only software
• Peer Spectre, GNUWatch, etc.

• Can “see” child porn being transferred via peer to peer networks

• Can see IP of router sharing or downloading

• Direct connect to suspect computer on the network

• WHOIS lookup to see where IP is located

• Subpoena the ISP for Subscriber info

• Captures list of files being shared or downloaded

• Progress to a warrant from there
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Peer to Peer Investigations 
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Peer to Peer Investigations 

• Cannot see behind router!
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Peer to Peer Investigations 

• Search box
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Peer to Peer Investigations 

• Search Returns
• SHA1
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Peer to Peer Investigations 

•Direct Connect
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Peer to Peer Investigations 

• Single source download
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Peer to Peer Investigations 

•Multiselect
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Why use an Expert?

• Assist client with understanding the 
merits of their case, or lack thereof. 
• Sometimes the best option is to have 

a conference call or sit down meeting 
with the attorney and client. 

• Sometimes the defendant has 
significantly more technical experience 
than their attorney

• They need to know the case 
government is going to bring

• The cat didn’t do it. 
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The Questions

•General Categories
• What is present?

• Where is it?

• When did it get there?

• How did it get there?

• Who put it there?
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Case Example: Questionable Downloads

•Microsoft Flight Simulator…for free?
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Case Example:  Virus?

• A virus did it….once.
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The Questions

•General Categories
• What is present?
• Pictures

• Thumbnails

• Full size

• Movies
• CP embedded in middle

• Movies complete or incomplete

• User have software to open the movie
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The Questions

•General Categories
• Where is it?
• Logical, “deleted”, or unallocated space

• In a database

• Compound file

• Is it on external devices
• External drives

• Thumb drives

• DVDs, CDs Media Players

• Cloud storage

• Email accounts
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Case Example:  The Collector

• Complete and archive.
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The Questions

•General Categories
• When was it put there?
• Defendant at work

• Others have access to the device

• How many “locked doors”
• Physical locks

• Passwords 
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The Questions

•General Categories
• How did it get there?
• Downloaded and in the internet cache only

• Via a file sharing program

• Shared via a chat room or message board

• Inside of a text message or email

• Copied to the computer from an external device
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Case Example: Cell Phone Picture

• Photo Editing and Metadata
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The Questions

•General Categories
• Who put it there?
• Who owns the computer

• What profile is it stored under

• Secure activity around download times
• Social media activity and logins

• Bank and financial activity and logins

• Others have access to the defendant’s accounts

• Anyone ever see the defendant viewing or downloading child porn
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Other Issues

• Browser Caching
• US v Kuchinski 469 F. 3d 853 

(9th Cir. 2006)
• Where a defendant lacks 

knowledge about the cache files, 
and concomitantly lacks access 
to and control over those files, it 
is not proper to charge him with 
possession and control of the 
child pornography images located 
in those files, without some 
other indication of dominion and 
control over the images.

• To do so turns abysmal 
ignorance into knowledge
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Other Issues

• Unallocated Space
• US v Flyer (February 2011)

• Users have no method for accessing files in 
unallocated space.

• But deletion of an image alone does not 
support a conviction for knowing possession 
of child pornography on or about a certain 
date within the meaning of § 2252(a)(4)(B) 
(2004). No evidence indicated that on or 
about April 13, 2004, Flyer could recover or 
view any of the charged images in 
unallocated space or that he even knew of 
their presence there. Accordingly, the district 
court committed plain error, and we reverse 
Flyer’s conviction on Count Three
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.
• Technology argument

• Intent to possess contraband?
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.

• When receiving a MMS or SMS message on an iPhone, the recipient of the message 
cannot determine the contents of the message until it has already been received and 
viewed.  Further, with a SMS or MMS message, the user does not have the ability to 
prevent the reception of the message.  

• If a person sends a SMS or MMS message to someone else, that message is automatically 
delivered to the other person regardless of their consent or intent to receive that 
message.     

• The delivery and receiving of MMS and SMS messages is an automated process carried 
out by cellular service providers and cell phone hardware that does not allow for a user 
to determine what SMS or MMS messages they receive.  The only way to determine what 
the contents of SMS and MMS message are is to view the message.  This description of the 
sending and receiving of MMS and SMS text messages is not isolated only to iPhones, but 
is the normal operation of almost all cellular phones. 
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.
• Preview on, or off.
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.
• Preview on, or off.
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.
• When an MMS message containing a picture is received on an iPhone, it 

will only exist within the SMS folder of the file system on iPhone.  The 
picture is automatically saved there upon receipt of the message without 
any input or preservation steps taken by the user.  An image existing within 
the SMS folder of an iPhone file system will have file path that is consistent 
with the following example:

• Library/SMS/Parts/35/05/55555-5.jpg
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.
• For a user to intentionally preserve that image, it 

has to be saved to the Photos application on the 
iPhone by selecting the image, then viewing it in 
full screen mode, selecting the Share icon, and 
then selecting Save Image option in the pop-up 
dialogue box.  
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.
• For a user to intentionally preserve that image, it 

has to be saved to the Photos application on the 
iPhone by selecting the image, then viewing it in 
full screen mode, selecting the Share icon, and 
then selecting Save Image option in the pop-up 
dialogue box.  
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Case Examples

• Challenging the Evidence
• Signed, sealed, delivered.
• Images only existed in the SMS folder of the iPhone file system.  
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Data Types
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• How data is organized
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Deleted files
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Unallocated space
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Compound files
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Macrium images
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Computers in a computer
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Macrium – cant open as 

a virtual hard drive with
Defendant’s version
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Must restore Macrium

image to computer
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• layers
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Buried inside
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Big haystack
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• There's another haystack
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Needle in a haystack, 

inside of a haystack. 
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Case Examples

• Kansas – Macrium Image Case
• Court Presentation
• Warehouse inside of a 

warehouse which contains
a compound file, which
contains a handful of 
contraband images
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Questions?

• Lars.Daniel@envistaforensics.com

• 919-621-9335
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