



	STATE OF SOUTH CAROLINA

COUNTY OF 

THE STATE,

VS.

JOHN DOE,

        Defendant.

____________________________ 
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	IN THE COURT OF GENERAL SESSIONS

INDICTMENT NO. 



NOW COMES THE DEFENDANT, by and through his counsel, Timothy Clay Kulp, moving this Honorable Court to produce the following, copies of the following, or allow inspection of the following pursuant to the authority set forth in his original motion for discovery. 

1. ANALYSIS OF SEIZED COMPUTERS-Reports of any analysis of any nature of any computerized items or equipment seized from the defendant at any time pursuant to any authority;

2. AUDIO OR VIDEOTAPES MADE-Copies of all tape or video recordings, if any, made by any person or any contact with the defendant during the course of the service of the search warrant, or at any other time of face-to-face or telephonic contact;

3. HANDWRITTEN OR COMPUTERIZED NOTES-Copies of any and all handwritten or computerized notes made by any person during the course of any part of the investigation of this matter;

4. DOCUMENT AND INFORMATION PROCUREMENT MEANS AND METHODS-Copies of all letter, faxes, email, subpoenas, orders, LIMS communications, motions or other forms of communications used to procure any document or information in the course of the investigation of this case, including but not limited to:

a. National security letters, if any;

b. Requests to preserve information or data;

c. Administrative subpoenas;

d. Civil subpoenas;

e. Criminal subpoenas;

f. Requests under any codification of any form of public records act(s) state or federal;

g. Simple requests for information;

h. Information or data voluntarily provided by any source of information or data, with or without communication to that provider of source of an interest in the information;

5. DETAILS OF RECEIPT OF INFORMATION RECEIVED-Copies in exact and unredacted form, complete with cover letters or fax cover pages from any person or entity, responses from any entity or person in any form received by any law enforcement entity which was responsive to any law enforcement or associated request or demand to produce, reflecting dates of receipt and details of dissemination thereafter, including date, time and party to whom copies were provided;

6. TITLE III WIRETAP ASPECTS- Any wiretap orders and supporting applications and associated documentation authorizing the interception, recording and subsequent dissemination of any electronic communication wherein a party to the conversation or communication was not aware of all parties to that communications, see Title 18 Section 2510, et. seq., U.S.C.;

7. IMAGERY of RANDOM PERSONS -Copies of all photographs or images of faces or within-the-public realm images of teen girls that were in the possession of the any agent of the state active in this investigation or available to the investigating unit in this matter;

8. WEBSITE SERVICE/SITE RULE AND PROTOCOLS- Copies of all documentation possessed or acquired by agents of the state in the investigation regarding minimum age requirements for participation in any entered web site area, including but not limited to the South Carolina Room of Yahoo;

9. EVIDENCE OF DEFENDANT’S BELIEFS-Copies of all information in any form establishing that the defendant “believed” that the investigating persona was in fact 12 years of age;

10. TRAINING, POLICY AND GUIDELINE MATERIALS-Copies of all training materials, procedures, policies guidelines, flowcharts, investigative guides used by any officer playing any role or taking any action in this case other than those officers who merely performed arrest functions;

11. MEMORANDA OF UNDERSTANDING-A copy of the “Memorandum of Understanding” with the SC Attorney General and any other agency, including but not limited to the Joint Terrorism Task Force or JTTF;

12. PRE-INVESTIGATION ACTIVITIES-Copies of all investigative materials relevant in any way to this investigation accumulated just prior to March 9, 2006 at 10:24 a.m. relevant to investigative activities similar to those employed against he defendant;

13. THE YAHOO SOUTH CAROLINA ROOM-Copies of all data or information in any form related to any posting made by Detective Gencarelli or any other officer working the unit to the South Carolina Room of Yahoo including content, date and time or records associated therewith;

14. SCREEN NAME CONCEALMENT- Documentation in any form associated with any attempts or actions by the defendant to conceal his screen name from that of “John Doe;”

15. INVENTORY OF ATTEMPT AT CONTACT-An inventory in detail of all attempts by Detective Gencarelli or any other co-investigator to initiate contact the defendant via chat, email or any other means of communication;

16. PRESERVATION LETTERS AND OTHER REQUESTS FOR COOPERATION-Specifically, in addition to any other requests, a copy of the letter of April 24, 2006 to Yahoo, as a preservation letter, for the instant messaging logs of April 21, 2006 between 10:46 a.m. and 11:18 a.m., including fax cover pages and all other associated documents, as well as related emails; and the names and contact information for all employees within Time Warner or Yahoo security, investigative or legal departments who were contacted in this case in any way at any time;

17. IP ADDRESS SIGNIFICANCE-Information identifying who was sitting before and using the computer for which an internet IP address was noted at any time during this investigation and all documentation in support of and associated therewith;

a. Listing of the assignment of the IP address of 65.188.63.100 for the calendar year 2006;

18. TIME WARNER AND YAHOO RECORDS-Copies of all Time Warner Road Runner and Yahoo billing records obtained for:

a. George P. Doe

b. John Doe

19. IDENTIFICATION OF THE DEFENDANT’S SOCIAL SECURITY ACCOUNT NUMBER; MEANS AND METHOD-Copies of all documentation associated with the identification by Det. Freeman of the Berkeley County Sheriff’s office of the social security number of the defendant or any relative;

20. THIRD PARTY INFORMATION DATABASE USE- Copies of all Accurint, Choicepoint, Accutrack or other similar reports that were obtained in this investigation including but not limited to that which was received on or about July 14, 2006, the means and methods of requesting the report, documentation of the request for or ordering of the report, and the policies and procedures applicable to subscribers of these accounts as to use and dissemination;

21. DEFENDANT’S STATEMENTXSA copy of the written statement(s) taken from the defendant at the time of the service of the search warrant that is notarized;

22. INDEPENDENT EXAMINATION AND TESTING- Among the items seized during the service of the search warrant, an opportunity to examine and test the following:

a. All computers seized;

b. All storage devices;

c. All misc. documents;

d. All computers and related equipment used by investigators in the course of this investigation and back up copies of data;

23. SEARCH WARRANTS RETURNS-A copy of all sworn return/inventory to the served search warrant;

24. GUIDELINES FOR INVESTIGATION INTERACTION- Copies of all scripts, conversations lines, prompts or other reference material used during this investigation when in any form of contact with the defendant;

25. “BOT” FUNCTION TRAINING- Any and all reference material possessed by the investigating officers or to which they were exposed in training as to the function of “bots” on the internet;

26. DEFENDANT’S CONTACT WITH OTHER OR REAL MINORS- Any evidence of any nature that the defendant had contact with any other person in any way, via internet communications or otherwise, with a person who was or was represented to be less than 18 years of age;

27. PROFILE RESEARCH-Copies of all documentation of Yahoo “profile” checking activities of Detective Gencarelli or any other investigator related to this investigation; and, evidence of knowledge by Detective Gencarelli or any other officers that “profiles” of any person participating in Yahoo chat cannot be accessed unless a representation of being 18 years of age or older is made;

28. FOLDER STRUCTURE- INVESTIGATIVE COMPUTERS- A printout of the folder structure of the utilities folder of the computer(s) used in the investigation by Detective Gencarelli or any other officer;

a. A copy of the criteria used for movement of any computer files on the computer of Detective Gencarelli from a “suspects” folder to a “cases” folder and all documentation associated therewith;

29. WINDOWS ADMINSTRATIVE DATA-A printout of the event log under the administrator panel for the computer used by Detective Gencarelli or any other officers in this investigation, for the time period of the investigation;

30. CAMTASIA USE- A complete Camtasia recordation of all internet investigative activities as to the investigation of the defendant;

31. “FRIEND LIST” FUNCTIONING AND USE- Details of the functioning of methods of electronic contact after a person is placed in a “friend” list as it relates to the contact between Detective Gencarelli or others and the defendant;

32. TIME WARNER IP ADDRESS ASSIGNMENT DETAILS-Means and methods of how Road Warner Time Warner assigns IP addresses among the bank of addresses available in the net range of 65.184.0.0- 65.191.255.255;

33. INVESTIGATOR WEBSITE PARTICIPATION DETAILS-All documentation in any form associated with Detective Gencarelli sign up for participation in the South Carolina room of Yahoo chats;

34. TRAINING EVENTS-Identify all parties present during a “training working” at 10:24 a.m. on March 9, 2006; and all persons present at any time contact of any nature was made with a person believed to be the defendant other than Detective Gencarelli and if any, documentation that the defendant consented to interception of his communications by those who he was not aware were a party thereto;

35. LEGAL PROCESS RECEIVED-Copies of the “faxed legal process” received from Yahoo on 6-16-06;

36. DETAILS OF USE OF “soccergirl_12.” All documentation in any form regarding an email address, chat room id, user name, alias, for “soccergirl_12” at any ISP, website, web service, internet club, or association including but not limited to subscription or membership applications therefore, financial information, html pages or copies of all forms and billing information as well as documentation of all efforts or actions taken to conceal the true identity of the user or subscriber “soccergirl_12.”

37. INVESTIGATIVE CORRESPONSE Copies of all correspondence by Detective Gencarelli or any officer with any internet service provider or internet host regarding investigative activities of the officers in any form;

38. SOCCERGIRL_12 PROFILE DATA-Copies of all draft, posted and published screen profile or details related to “soccergirl_12;”

39. FACEBOOK, MY SPACE USE-Copies of all documentation in any form pertaining in any way to the use by Detective Gencarelli or any other officer of Facebook, My Space or any similar internet social site during the investigation of this case;

40. EX PARTE ISSUES- Copies of all ex parte pleadings, emails, letter, memo, motions, affidavits, or other communications with any tribunal, judge, court, magistrate, recorder, clerk, state or federal, in the course of the investigation of this case, whether ex parte or not;

41. FEDERAL CONTACT AND ASSISTANCE-Copies of documentation of all contact and communications with any federal agency, office, agent, officer or authority during the course of the investigation of this case;

42. PROVIDERS ASSOCIATED WITH TIME WARNER- Documentation of the identification of all third-party or affiliated ISP or ISP services who provided any services on any cable service providers associated in any way with this case;

43. COMPLIANCE WITH TIME WARNER NOTICES-Pursuant to the Time Warner Cable and Affiliated ISPS Subscriber Privacy Notice, please provide copies of all “court orders” or “warrants” or “subpoenas” if any, used to obtain any personally identifiable information of the defendant; further, please also provide copies of, pursuant to the Cable Act, copies of all notices to the defendant of an opportunity to contest any disclosure of any information sought by any law enforcement officer in this case;

44. USE OF SOUTH CAROLINA SUBPOENAS OUT OF STATE- Copies of all legal authority for the service and execution of subpoenas without the state of South Carolina by any means of effected service;

45. SOFTWARE PROGRAMS USED IN THE INVESTIGATION- Copies of documents identifying the software programs used in the investigation of the case, including but not limited to Camtasia, Power Tools and any others with software versions and manuals therefore;

46. MAN NUMBERS-Copies of all information regarding efforts by any law enforcement officer or agent or contractor employed to identify any “MAN” numbers for any computerized equipment believed to be associated with the case;

47. SEIZED COMPUTERS, IDENTIFCATION OF COMMUNICATIONS- Copies of all reports of examination of any computerized equipment seized from the defendant reflecting identification in any way of communications with Detective Gencarelli or any other officer;

48. DEVIATION FROM POLICY DETAILS- Copies of all documentation of “deviations from policy” due to unusual circumstances during the investigation of this case as applicable to internet solicitation activities by any persons who are potential witnesses in this case;

49. EXPERT WITNESS QUALIFICATIONS-Copies of all curriculum vitae and court qualification of any person to be offered by the state at trial as an expert witness in any field and that of any person offered to have “specialized knowledge” in an area;

50. MAINTENANCE AND REPAIRS RECORDS OF INVESTIGATIVE COMPUTERS AND EQUIPMENT- Copies of all maintenance and repairs records for any computerized equipment used in this investigation during the relevant period of the investigation, including hard drive crashes, boot problems, system errors, protection faults and the like;

51. POLICIES REGARDING USE OF ANONYMOUS-Copies of all policies and procedures related in any way to the use of undercover or public domain acquired photos of minors in the course of investigations, whether from SLED, Spartanburg Sheriffs Department, the SC Attorney Generals office, ICAC or any other entity;

52. FINANCIAL REPORTS AND GRANT REQUIREMENTS-Copies of all final reports, financial accounting submitted to the Office of Juvenile Justice and Delinquency Prevention under project number 2005-MC-CX-K025 and succeeding grants or programs; including, but not limited to, reported expenditures of $43,169.00 in “Fringe Benefits,” $ 58, 151.00 in “Travel” and $63,667.00 in “Other;”  (See Exhibit A, attached hereto);

53. PERSONA AGE DETERMINATION- Copies of documentation addressing the topic of the determination of the age of the persona to be misrepresented in the investigation;

54. COPIES OF OUT OF STATE PROCESS USED- Copies of all out-of-state process used for any purpose and documentation of means and methods of procurement;

55. STATISTICAL PROSECUTION DATA- Copies of all statistical compilations or analyses of prosecution activity data regarding this area, whether independently compiled or as required by any state of federal grant requirement, unredacted, including if available, case name, location of prosecution, presiding judge, charge, defense counsel and outcome;

56. TARGET COMMUNICATION INITIATION POLICY-Copies of any policy statements regarding initiation of communications with person or targets in investigative internet communications;

57. VERIFICATION OF “CAMTASIA” FILE COMPLETENESS- Verification that all Camtasia recorded discovery provided to the defendant is intact, complete, unaltered in any way, and that the originals thereof have been preserved and can be identified;

58. EVIDENCE OF DEFENDANT’S PRIOR INTERNET CONTACT WITH REAL OR MISREPRESETNED MINOR- Any information in any form that prior to an initial contact by the persona with the defendant in this case, the defendant made any communication with a person, persona or “bot” that represented itself to be a minor;






Respectfully submitted, 






Timothy Clay Kulp
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