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MO COREER TH RO VOLINA snd hereby respectfudly roguests
g Honarable Court recomsidar Uy order daded Movember 12, 2009, granting the Dofondan’s

Motlon to Comped and sliow a hearing on this motion. Further, the State aske the Cowrt o deny
the Molion to Cormpel 2t this tire and require aecommodations be made for analvsis of the hard

drive. Tosupport thereof stures as tollows:

Thiz Cowt correctly referenced the statutory provisions relevant 1o s case regarding the
possoasion awd distribution of tmages of ¢hild sexual shuse. Section 16-15-410 of the Sowh
Carolina Cuode 18 cleur that posseasion of the images of children engaged ju sexual activity is
prohibited by any person other thaw an aroployee of a law enforcement agency or proseuting
ageney acting in their official capacity in the course of an investigation or a ceimdnal proveeding,

5.C, Code Ann § 16-15-410 (Supp. 2008},

Ag the Order currently stands, Defense Counsel and his experts will be conumitting a
erithe by possessing the images of child sexual abuse, 1§ the images of child sexual abusc remain
in custody of law enforcement with access provided to the defonse, neither Defendant’s counsel,
nor s expert, will have possessed the images i violation of section 16-13-410. Turther, if the
Court grants the Mohon to Reconsider and deries the Motion to Corapel the State will not be
distributing 1mages containing a visual representation of a mmor engaged in sexusl activity in

viedation of section 16-]5-303{A)(2) of the South Carolina Code {Supp. 2008).
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available o ohe detendant,”

N

o inspect and exmmine

i is the Defeadant’s anden fo establish thay aviple opnortumty

thes hard drive bag got been provided. Bee U5 v, (FRourke 3 F Bupplid 1048, 1080 (AZ

2007y The Defendant wmost show he has been prechuded, sitber ducetly or indireotly by tha

State, from examning or analyzing the hord dove i gone monncr that is necessary and eclovad

A3

to his case. See UM v, Fanellinger, 471 F. Supp. 2d. 640 {E 13, Va 2007

Fhe Siate previously explained in by Momorandisn and at the hzanng on Defendant’s
motion, the offers given to the Defonae for inspection of the evidence. In ahort, the State initially
offored aceess to the Defense at the SLED Corputer Criroe Center in Columbia!  When
Defendant’s counsel noted the cost and inconvenienee of trave! to Columbia from bis expert’s
loeation in Charleston, the State volunteersd to transport an image” of the Defendant’s hard drive
to the City of Charleston Police I”}'epartmeni;', which would retain possession, custody and
control of the hard drive. The Defense expert would be given nuinterrupted and private access o
the tmage i a sceurs room it the police departiment for as long and as oflen as he needs.
Furthar, Defendant’s expert will be allowed to bring in iy own computer cquipment and forensic

toals for analvsis.

T See aitached emails between Detendant's Counsel and the State’s Comnsel.

An image is a bit-by-bit repiica of the hard drive using w rue blocking scftware and hardware, The authenticity of
the hard derve irmage can be verified by Defendant’s expert using its SHA walue as contpared to the original hard
d. tve aid shouvld be verified by Hefendant’ s counsel upon each viewing,

T The Delimse’s expart resides in the Charleston srea and would have easier aocess.,




The State submits that it has made an offer more than rcasonable to accomunoedate the

Noetense. and that satistics the 1S, v, O Rourke factors for ample opportunity. See O Rourke,

470 T.Supp2d 1049 (AZ 2007). Further. the Detiense has failed to show how the State’s otter for
production will not work. Mere inconvenience docs not satisfy Detendant™s burden that the State

has failed o provide ample access.

This Court found, based on the holding in O’Rourke, the tollowing constituted amplo
opporiunily to inspect, view, and examine the hard drive: (1) examination was to take place at
the office of the United Stales Attorney on a mutually agreed upon date and time, (2) the
Government was to provide defense counscl and their experts a private office in which to
examine a copy of the hard drive, (3) the Government was to ensure the office was locked and all
persons were prohibited from cntering the office without the presence of the defense counscl or
their expert, (4) and a copy of the Court’s order was to be posted on the door of the room. Id. at

1057, 1060.

As applied to the case presently before the Court: (1) examination will take place at the
Charleston Police Department on a mutually agreed upon date and time and for as Iong and often
as necessary; (2) the State will provide Defense counsel and his expert a private room in which
to examine a copy of the hard drive {defense counsel could review the images with his client as
well); (3) the State will ensure the room is locked and all persons are prohibited from entering
without the presence of the defense counsel or their expert; and (4) while it has not been
proposed as vet, the State is willing to place the Court’s order, or any decumentation directed, on

the door of the room.*

This is not a case in which the State has offcred only a list of files and paper copics of the
images as is alleged in the affidavit provided by Defendant’s expert. The State will make an
exact duplicate of Defendant’s hard drive available to his expert for ¢xamination. Dctendant’s
expert indicates in his affidavit he muost be able to determine the location of child sexual abusc
image files on the computer hard drive, the total number of such files on the hard drive, the

length of time the files existed on the system, the users with access to the system, and which

A proposed order i3 attached with provides the accommodations the State shall provide,



accounts may have had access to the files. e will be able to make all these findings using the

imaged hard drive subject to the accommodations provided by the State.
Further, Defendant’s expert indicates he will not be able ro extract important data from

by the State will provide the Defense with clectronic versions of all images just as they appeared
on Defendant's hard drive when cxamined by the State. He will be able to pull all data possible,
including meta-data from the images if it existed. Further, as discussed above, Defendant’s
expert will be able to bring in his own computers and forensic tools for analyzing the hard drive.
The only restriction is he will not be able to possess a copy to take out of the Charleston Police

Department.

Not only has the Defense failed to refute the fact the State has made the evidence
available to him for cxamination, but he utterly fails to establish any valid reason why his
analysis cannot takc placc pursuant to the above reasonable accommodations. Mr. Johnson
provides in his affidavit that “it is imperative to have not only complete access to the system to
be analyzed, but to have a copy of that system available for complete forensic cxamination in an
independent laboratory,” Defendant’s expert also fails to make clear his needs that are not being
provided or what cquipment he will be unable to use based on the accommodations provided by

the State.

This Court correctly determined the State was required to provide access to the evidence;
however, this Court erred in finding the access provided pursuant to the above accommedations
did not constilute an ample opportunity by Defendant’s expert to do an analysis of the hard drive.

This case differs from U.S. V. Knellinger, 471 F. Supp.2d 640 (E.D. Va 2007). on which the

defense relies. In Knellinger, the delense presented four experts, two of whom “described the
great cost and effort that would be required to conduct their analyses in a Government facility”
and one of whom stated that his charges would increase by $400,000.00 if analysis was
conducted in a Government facility and that there would be significant problems moving the
necessary equipment. See id, at 647. The court, when granting the defense request for a copy of

the hard drive containing child pornography reasoned, in part, that the defense’s theory required



analysis that coutd not teasibly be conducted in the factlity offered by the United States and that

the Government did not present any evidenec to the contrary. Sec id. at 619

The Defense in this case has made no assertions regarding the inadequacy ol the State’s
accommadations as in Kacliinger, Tn fact, as above-imentioned, when the concerit about the cost
of travel from Charleston to Columbia was raised, the State offered to accommodate the expert in
Charleslon. No other fiscal concerns or difficulty with equipment have been raised. Neither has
the defense made clear why their theory could not be pursued under present options. To that

end, the State has made a clear showing that its offer {or analysis is ample.

The State is gravely concerned about relcasing contraband in violation of State and
Federal law and, additionally, in re-victimizing children. The images and videos in question are
not just pictures and movics, but images of real live children being sexually abused. Every time

an image is released someone’s child or grandchild is re-victimized.

The contraband in this case is similar to the contraband in a drug case or the deadly
weapon used in a murder. If a defendant wishes to have drugs analyzed they do not get to leave
SLED or the sheritf’s office with the one-pound bag of cocaine. Howcver, the contraband in this
case is even more sensitive than the evidence in drug or other cases, Once digital evidence is
turncd over there is no way to monitor what truly happens with it; there is no control, regardless
of whether a protective order is issued. If narcotics or a murder weapon are released, the State
and Court knows whether the item has been returned which is just simply not so in these cases
dcaling with clectronic images. Digital cvidence can be copied and reteased without any change

to the original cvidenee.

In conclusion, the State asserts that State and Federal law are clear that images of child
sexual abuse must remain in the custody of law enforcement absent a showing by the Defense
that the State has faded to provide ample opportunity to inspect. Moreover, the State believes
such an opportunity has clearly been provided based on the accommodations offered above and
there is an extreme lack of evidence showing why the State's proposal is not sufficient.

Additionally, should the defense attempt to conduet an examination under the State’s proposed



conditions and demonstrate why thosce conditions are insufficient or foo restrictive, the parties
may report to the Court and discuss turther accommodation. Accordingly. the State respectfully
requests that this Honorable Court grant the State’s Motion to Reconsider and Deny the
Defendant’s Motion to Compel. A proposed order is attached tor yvour consideration and

stgmature.

Respectfully submitted,

HENRY D. McMASTER
ATTORNEY GENERAL

By: ,31/ di_/’- 1() z"‘r_ f’ Ay

L :
M’egary} B. Wines
T o
Assistant Attorney General

Columbia, South Carolina
November 25, 2009
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From: "Thom White" <Thomwddlawfirm.com=
Ta: "Susanna Ringler™ <SRingler@scag.qov>
Bate: 7113/20089 &:51 PM
Subject: RE; State v. Warley

| upderstand your positinn. That's wihy 1 say we can put it at a judge's
feet, seeking a protective order to assist us all in that regard. My

expert is out of Charlesten, and my cient has rather limited resources
There is no reason for him to have to pay for innumberable irips aof the
expert to Columbia and back when cne visit can copy the hard drive and
the expert can examine in the privacy of his own iab, stc. We'll talk,
even i it is to discuss Acceptance of service of 2 motion and setting a
hearing time. I'lf be in touch.

Thom

Thamas H. Whits IV

Attorney at Law

P.Q. Drawer 643

108 West South St.

Union, SC 29379

E-mail address: thom@wddlawfirm.com
Phone: 864.427 5657

Cell: 864.466.2122

[Fax: 864.420.4744

————— QOriginal Message——-

From: 3usanna Ringler [mailto: SRingler@scag.govi
Sent: Monday, July 13, 2009 543 PM

To: Thom White

Subject: RE: State v. Worley

Yaur expert can have full access to the imaged harddrive at SLED, and
can make as many appeintments as he/she wants. | cannot cansent to a
copy of a hardrive full of CP walking cut the door.

Susie

Susanna Ringler

Assistant Attorney General
Office of the Atterney General
Btate of South Carolina

ICAC Division

PO Box 11549

Columbia, SC 28211-1549
Office: B03-734-0913

Fax: 803-734-0917

=>> "Thom White” <Thom@wddawfirm.com> 7/13/2009 5:34 PM >>>
We'll file a maotion at the appropriate fime o get appropriate,
meaaningful aceess. | don't blame you for wanling all the tracks covered!
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Thomas H. White IV

Altorney at Law

P.O. Drawer 643

18 West South St

Union, SC 28379

k-mail address: thom@weddlaw(irm .com
Phene: 864.427 5657

Cell: 864 .466.2122

Fax: 864.428.4744

————— Original Message-----

From: Susanna Ringler fmailto:SRingler@scag.gov)
Sent: Monday, July 13, 2009 5:22 PM

To: Thom White

Subject: RE: State v. Worlay

| cannot consent ta fet child porn leave the premises.

Susanna Ringler

Assistant Aftorney General
Qffice of the Attorney General
State of South Carolina

ICAC Division

PO Bax 11549

Columbia, SC 29211-1549
Office: 803-734-0013 -

Fax: A03-734-0917

=>>"Thom White" <Thom@wddlawfirm.com> 7/13/2009 3:50 PM >>>
Susie: :

| spoke with my expert this a.m. to make final arrangements for his
retention. He is willing to go to SLED Headquarters to review the hard
drive, but he wants to copy the entire drive so that he can take it back
to his lab to examine mare thoroughly. Obviously, he and I want to be
protected from prosecution is there is any illiegal content. Accardingly,
we are requesting a Protective Order, He s to advise me as to the
language he prefers and, when received, | will forward a proposed order
to you. Quite frankly, if he can go abead and copy the entire hard
drive, it will eliminate a ot of what | call "hack and forth" time for

all of us...we can get it all up front and nat have o continuously
rommunicate "hack and forth” that "now i need this, now | need that,
ate”, though t cannot say that there wan't still be some of thatil

Tharn
Thomas H. White v

Attorney at Law
.0, Drawer 643
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108 West South St

Union, 8C 29379

E-mail address: thom@wddlawfirm.com
Phane: 864,427 5657

Cell: 864.466.2122

Fax: 864.428 4744

~-—-Original Messaga-----

From: Susanna Ringler [mailto:sringler@scag. qov)
Sent: Sunday, July 12, 2009 1:13 PM

To: Thom White

Subject’ Re: State v. Worley

Sound good. We will touch base when you get back. | am waiting an
discavery, Will send it out as soon as | get it,

Have a great trip!

Susanna Ringler
Assistant Altorney General
PO Box 11549

Columbia, SC 29211~1548
803-734-0913

On Jul 11, 20049, at 10:28 AM, "Tham White" <Thom@wddlawfirm.com> wrote:

> Thanks, Susie. | have made initial contact with a potential expert, |

> will discuss the matter further with him the first of the week and

> will probably make arrangements to hire him. We can then make

~ arrangements regarding making the evidence available to him. [

> advise my client of the continuance of the first appearance and |

= appreciate your prafessional courtesies, Can you think of anything you

> want from Chile?

> 1 could bring you back a token!

=

= Thomas H. White IV

~ Attorney at Law

> P.O. Drawer 643

> 108 West South St.

> UUnion, SC 29379

= E-mail address: thum@wddliawfinm com
= Phone: 864.427.5657

= Gell, 864.466.2122

= Fax: 864.429.4744

2 e Criginal Message—-—

> Fram: Susanna Ringler [maiito:SRingler@scar.gov]
= Sent: Friday, July 10, 2009 1:35 PM

= To: Thom White

= Subject: State v. Worley

> Thom,

> | got your voicemail. Since Mr Worley has retained an attorney, |
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- don't know that a 1st appearance is necessary.

> If he does want a prelim, we can do that on the next available date
> (it sounds fike that is Septeimber 8th} and | will wait ta send the
»indictment to the grand jury.

> Either way, | will let John Anthony with the Solicitor's office know

= Mr.

= WWarley is excused from his first appearance.

= As far as viewing the evidence, piease just have your expert contact

= me we can work aut setting up an appointment for him/ber to go outto
> SLED to view the hard drive.

"

Please just shoat me an email back 1o let me know you got this.

oo

> Thanks

= Susie

.

> Susanna Ringler

> Assistant Attorney General
> Office of the Attorney General
> State of South Carolina

> JCAC Division

P{ Box 11549

Columbia, 8C 29211-1549
Office; 803-734-0313

Fax: 803-734-0917

IR

W

~~ Srannad by M+ Guardian Messaging Firewall ---

WOl oy oy

-~ Secanned by M+ Guardian Messaging Firewal ~-
--- Sganned by M+ Guardian Messaging Firewall —-

-~ Scanned by M+ Guardian Messaging Firewall -



STATHE OF 50UTH CAROLIMS o CTHE COURT OF GENTRAL SERSHING
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t
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STATE GF SOLTH TARGLINA 3
?i PROOF OF SERVICE
SAMUEL BOGER WORLEY IR ;
Drecforsiant \

1 Dehorain 5. Shupe, certify that § bave sorved the within Sate’s Motion oy
Rocsideration on the Honorable Tobn ©. Hayes, 1L, amd 17 ctendand by facsiniie and by
depositing 2 vopy in the Liod Sates aadl, postage prepaid, wlidressed &

The Honorable John O Hayes, 18
hioss Justice Center, 7 ¥loor
1RTS-11 York Highway

York, Gouth Carvling 29745

Thoras H. White, 1V, Esjuire
White, Daimaoduros & Dismadoros
§08 West South Sireet

Union, South Carolina 29379

[ farther coriity that all parties requived by Rule to be servest have been served.

This 25th day of Novemnber, 2009.

j ~ . . "\L‘ \'\ 1
NP i é SRt

Deborah .. Shupe | ) L
Assistant Attorney General
Office of Atlorney General
Post Otfice Box 11349
Columbia, 8C 29211
(803) 734-3727
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ore s Dot on the Staie of bSouth ar

Tz matior comss
RBeconsuier Graptmy Deferelant’s Moton to Compel AL the hearing on the monen,
Dodendant was represented by Thomas B White, IV, Heuuire sl the Swmte by Mogan B
Wings, BEaguire.

Detondamnt filed & Motion 1o Compad Discovery secking to cogquire the State o
provide a copy of the hard drive 1o Defesdand’s counsel and Delfendant’s foronsis oxpert,
Defendant’s forensic expert aought to analyze the hard drive 10 his own lsboratory, but
the State refused to release the hard drive or an image of the hard drive 1o the Defense.
This Court issued an order on November 12, 2009, requiring the State to release a copy of
the hard drive to Defendant’s counsel and forensic expert subject to a protective order
restricting the use and dissernination of the hard drive.

The Siate has argued this Court should reconsider its Order hecause the State
made appropriate accommeodations for Defendant’s analysis of the hard drive which
would not require either party to violate State and Federal law,  Further, the State
maintams Defendant and his vapert have failed lo demonstrate why the accommaodations

offered by the State are insutficient for a proper analysis of the hard drive.



After carcful consideration of all materials filed with the Court as well us
argumient ot counsel, | find the State has made approprate sccommodations. Further, |
find Detendant has foiled to show, at this ume, that the accommodations are insutficient
to allow a proper analysis of the hard drive.  Accordingly, the Mution to Keconsider 13
granted and this Court’s Protective Order of Discovery is hereby vacated cxcept the
portion of the Order beginning with the first complete paragraph on page two through the
end of page three which is herchy incorporated by reference into this Order.

Further, the State asks this Court to deny the Motion to Compel Discovery at this
time and require Defendant to proceed pursuant to the following accommodations and
restrictions on the use of the hard drive. The Court denies the Motion 1o Compel
Discovery at this time, but tinds the State shall make the following accommodations for
the Delense’s analysis of the hard drive:

1, The State will transport a verifiable image of Delendant’s hard drive to the City of
Charleston Police Department and the hard drive will remain in the City of Charleston
Police Department’s possession, custody, and coutrol.

2. Defense counsel and Defendant’s expert(s) are entitled to examine the image of
the hard drivc at the City of Charleston Police Department at a mutually agreed upon date
and time and may remain for as long as nccessary, Defense counsel or his expert(s) may
return for further examination with agreement from Counsel for the State or her designee.
3. All persons who have, or will have, access to the image of the hard drive, shall
file written certifications with this Court that they have reviewed this order and will

comply with it. Further, any individual who views or accesses the image of the hard



drive shall certity in writing the date(s) on which the image was viewed or accessed and
venfy the SHA value ot the image reviewed.

4, The mmage of the hard drive and all contents shall be accessed und viewed only by
Defendant, Defense Counsel, and Defendant’s experi(s) for purpose of conducting the
examination and analysis of the hard drive. [t is the intention of this Court that nccess to
and viewing of the hard drive contents he limited to those individuals decmed absolutely
necessary by counsel to permit a full investigation and complete preparation of a detense.

5. Defendant shall view the contents of the hard drive only while in the presence of
Defense Counsel. In no event shall Delendant be in possession of the hard drive or a
copy of the hard drive or any files, images, or videos contained thereon.

6. The State will provide Defense counsel and his expert(s) a private room in which
to examine a copy of the hard drive,

7. The State will ensure the room is locked and all persons are prohibited from
entering without the presence of Defense counsel or his expert(s).

g, Defendant’s expert(s) shall be entitled to bring his own computer or forensic tools
and cquipment necessary to examnine and analyze the hard drive image afier proper notice
has been made to Counsel tor the State, or her designee, regarding the type and amount ot

cquipment to be brought.

9. Proper electrical power will be provided for operation of the computer or forensic
equipment.
0. Defendant, Defendant’s counsel, and Detendant’s expert(s) will not have access

to the City of Charleston Police Department’s computers or equipment.
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sevealn on te door ab all G uptll Defondang’s counsed verties in writdng to this Court
that all sxamdnation is completed.

ANEVET I8 SO ORDERED.

The Honorable John C, Haves, I,
L 008 Judge for the Sixteenth Judicrad Cireuit
inion, South Carolina




