STATE OF S3O0UTH CAROLINA INTHE COURT OF GENERAL SESSIONS
SEXTHENTH JUDICTAL CIRCUTIT
COUNTY OF UNION

State of South Carolina,
Plaintiff,
Vs,

Samuel Roger Worley, Ir.,

,,,,,,

)
)
)
)
)
)
)
) PROTECTIVE ORDER OF DISCQVERY
)
)
)
Defendant. )
)
)

This matter comes before this Court on a Motion To Compel Discovery rcé;}ding the
release of certain evidence in this case. Presently, the Defendant is charged with one count of
Sexual Exploitation of a Minor pursuant to Section 16-15-405" of the S.C. Code of Laws.

The Court heard this matter in York on the 3™ day of October. Defendant was
represented by Thomas H. White, IV, Esq., the State by Susunna M. Ringler, Esq.

The Defendant has pleaded not guilty to this charge and has requested discovery under
Rulc 5 of the S.C. Rules of Criminal Procedure and any exculpatory material pursuant to Brody
v. Marvland, 373 U.S. 83 (1963), to include allowing Defendant’s retained computer systems
forensic experl to make 4 mirror image of his computer system hard drive confiscated by the
state from Defendant’s home so that the expert can conduct an analysis of said compuler system
hard drive” in his own controlled laboratory environment.

The State of South Carolina to date has not complied with this discovery request as to the

computer hard drive. The State has expressed its willingness to provide the Defendant and his

! §16-15-405 prohibits, in short, production and/or distribution of child pornography as defined in §16-15-375, $.C.

Code.

* The material before the Courl sumetimes uses the erm “comnpuler sysiem” und sometimes “hand drive.” The Court

docs not know the difference in the two and here the terms are used interchangeably. } l! \



counsel all discoverable matters except for the rclcase of actual images, photographs, or videos
which were seized as part of the investigation of this matter. Because the materials are deemed
contraband, and therefore 1llegal to possess, the State has taken the position that 1t should not
release these ipaterials to the defense. Defendant in his Motion to Compel Discovery has
recognized the issue and has suggested that a proicclive order regarding the handling of this
evidence would be prudent and in the interests of justice.

The Court has reviewed the State’s brief, Deflendant’s Motion and rcad U.S. wv.
Knellinger, 471 F.Supp.2d 640 (E.D. Va 2007}, The Court is cognizant of 18 U.S.C.A. § 2252A;
§ 16-15-403, S.C. Code; § 16-15-410 S5.C. Code®; and 18 US.C.A. § 3509 (The Adam Walsh
Child Protection and Safety Act of 2006), und a consent order from the Ninth Circuit.

One dilemma® in Defendant’s request is that possession by the Defense counse! and/or
any expert for the defense would be a violation of §16-15-410. Neither defense counscl nor any
defense expert is exempt from this statute while law enforcement officers specifically are.
Section 16-15-410 carries up to ten years imprisonment for a violation of said section. The
South Carolina Rules of Criminal Procedure, particularly Rule 5, Disclosure in Criminal Cases,
provide no protection for counsel or his expert from the provision of criminal prosecution under
Section 16-15-410 or any other criminal statute. The Court is unaware of any provision of law or
rule under which the Court can establish protection from ecriminal prosecution to Defendant’s
counsel or his expert.

The fact that the Legislature carved out an exception for law enforcement and not one for
Defense counsel/Defense experts gives the Court pause. The canon of construction, expressio

unius est exclusio alterius, here applies. By only including an exception for law enforcement

3 §16-15-410, $.C. Code prohibits possession of certain material and exempts how enforcement officers from the
provisions of this section when acting in their official capacity,

* One may reler to this as a Catch 22, Q\J&M



officers the Legislature, at least impliedly, has denied such exceptions to Defendants. While this
may raise some constitutional questions, at this point the statute is clear as to its application.

The dileroma noted above creates an enigma. The Court can grant Defendant’s request
for discovery, but cannot offer protcetion io neither defense counsel nor his expert trom criminal
proseeution under §16-15-410, 5.C. Code. The Order hersin below 1s entered under the caveat
of this dilemma.

In accordance with § 3509(m}, a Defendant’s request for a copy of the nmaged hard drive
should be denied as long as the Government has provided the Defendant and his counsel ample

opportunity to inspect, view and examine the hard drive. Scc U.b. v. {3’Rourke, 470 F.Supp.2d

1049, 1055 (AZ 2007), U.S. v. Johnson, 436 F.Supp.2d 1016, 1019 (N.D. lowa 2006). In
addition, it is the Defendant’s burden to prove he has not been provided an émplc opportunity to
inspect and examine the hard drive. See O'Rourke, 470 F.Supp.2d at 1060.

To define what is ample opportunity, the District Court of Arizona sajd it must look to
the ordinary and natural meaning of the words, and determined that it must be “a morc than
adequate opportunity to inspect, view, and examine the evidence in question.” See O’Rourke at
1056. Tn O’Rourke, the District Court of Arizona held that the Government provided the defense
with ample opportunity to inspect, view, and examine the hard drive where the following
occurred: (1) examination was to take place at the office ol the United Staics Attorncy on a
mutually agreed upon datc and time, (2} the Government was (o provide delense counscl and
their experts a private office in which to examine a copy of the hard drive, (3) the Government
was to ensure the office was locked and all persons were prohibited from entering the office

without the presence of the defense counsel or their expert, (4) and a copy of the Court’s order

W/

o

was 1o be posted on the door of the room. Id. at 1057, 1060,



tn this case, Defendant has presented an Affidavit of Alfred L. Johnson whe the Court,
for the purposc of this Motion accepts to be an cxpert in forensic expert analysis. Mr. johason

states, among other things:

I order to conduct a thorough forensic computer systems analysis,
it is imperative to have not only complete access to the system to
be analyzed, but to have a copy of that system available for
complete forensic examination in an independent laboratory. Such
complete and confidential access is critical to the ability to provide
any defendant with a zealous defense due to the following
considerations (which arc supplemental to those factors set forth in
the Motion to Compel Discovery in this case). {(The considerations
are omitted),

The Court finds the rationale of Knellinger persuasive. The Court finds the State’s
proposal regarding Defendant’s expert access to the computer system does not constitutc an
ample opportunily by Delendant’s expert Lo do an analysis of the hard drive.

Theretore, upon good cause being shown to the Court, and upon subsequent request for
the hard drive by Defense counsel’, the following is hercby ordered,

1. The State is to release to the attorney for the Defendant who may then release same to his
relained expert witness copies and mirror images of all images, photographs, videos etc,
which it has in its possession regarding the charge above,

2. The State is lo release to the attorney for the Defendant whe may then release to his
retained expert witness a mirror image copy of any hard drives rclative to and obtained
through the investigation of this matter.

3. The Defendant himself shall not be allowed to have a copy of these images, photographs,

vidcos, or hard drives, elc., and can only view them in consultation with and in the

* The requirement of further request is predicated on Defendant’s counsel and expert having an opportunity to
consider and digest the abuve caveal belure seeking to have in their possession material which may be in vielation
of §16-15-410 5.C. Code. Q‘ ;
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presence of his aftorney or with counsel and his retained expert. Counsel must be present
at any and all such viewings.

Once provided to the attorney for the Defendant and the Defendant’s expert, no copies of
the matemals may be made and the images, photographs, videos, hard drives, &tc. cannot
e further duplicated.

The images, photographs, videos, ete. canpot be shown to anyone other than defense
couwnsel, defendant’s forensic expert and defendant as provided in 3. above.

The attorney for the Defendant snd the relained expert shall maintain the mirror image
copy of the 1mages, plhotographs, videos, bard drives, etc. in a locked safe place that is
not accessible by others within the office or offices.

A copy of this Court Order shall accompany the matcrials at alfl times and the retained
expert 15 bound by the limitations and requirements in this Order and shall sign an
acknowledgment of this provision by placing his signature, under Oath, on an
acknowledgment filed with the Court.

Upon completion of the case, all copies of the images, photographs, videos, hard drives,
etc. shall be returned to the South Carclina Attormey General’s Office for destruction. No
party can mwinlaic any copy or duplicate any image, pholographs, or videos provided
under this Order. Violation of this provision will resuli in criminal charges,

The attorney for the Defendant is entitled to two copies of the images, photographs,
videos, hard drives, etc. so one copy can be provided to Defendant’s expert and the other
copy is to remain with the attomey for use in preparation with the client consistent with

the provision herein.



10, If for any reason counsel is in need of further coples, counscl raust apply to the Court of
General Sessions with a notice to the Attorney Generals’ Office. Defense counsel is
prohibited from unilaterally duplicating the materials in order o provide copies to any
expert other than the expert already retained, Alfred L. Johnson.

1. Any vielation of this Order can be reviewed by the Court in an action for contempt of
court, in additton to any other applicable penalty or sanction,

12. At the conclusion of the matter, all parties are required to sign an affidavit that sll
materials have been retumed to the Attorney General’s Office and no copies or duplicates
were retained and thal the materials were not distributed to unauthorized personnel in
violation of this Order.

If Defense counsel wishes to again appear before the Court and present any lawiul
protection the Court may grant him or his expert the Court will be glad to hear counsel and 1f
warranted issue a Suppiemental Order hereto.

IT IS SO ORDERED.

ey

Honorable Jokh C. Hayes, II
teenth Judicial Circuit 84

York, South Carolina
November ;1 2.1% 2009
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